Visit to Cyber Crime office report

A visit to Cyber Crime office was held on 7" Aug 2025 by 5% semester BCA. The Cyber
Crime officers shared their recent cases such as fraud transportation Selling bank account can
cause various troubles where fraud usage can lead to our fault and get arrested on their behalf
including sharing of fake news and unauthorised videos.

Online investment is the most common case recently Online loans, financial fraud, online,
relationships where unauthorised goods transport can get us arrested any type of scam or
deception that takes place over the internet, where someone tries to steal our money, data, or
identity.

Common Questions:
1. Handling of viral sex video blackmailing cases:

Their first priority is to recover the money they lost after freezing the frauds back accounts
they do not exactly try to arrest them.

2. Online investment fraud cause: This scheme is all about people the more they increase
the more investment fraud increases.

3. Online job fraud: Careful job selection where bank transfer can lead to financial fraud

4. How to report various cyber crimes:

Cybercrime. gov.in where financial crime is reported and 1930
Officer: 6909316531
emergency: 8837443506 (cyber SP)

Tafcop.Sanchasathi.com: report if number does not belong to us but under our name we
can report on the website itself

CEIR website for blocking the services for lost phone
Adarsh Singhal and associates Fb Grievance officer help centre account hack report

Various crime all over India like char sheet, fir etc are stored in CCTNS data base where all
the police stations have access to it where they stored it online but due to connectivity
issues in Mizoram these are done offline which is synced at SDC (State Data Center) using
program which is again synced to National Data Center all these information’s from about
45 police station are sent to the office

Mizoram faces various connectivity and login issues for the process and hence the Mizoram
Govt. got InfySEC — Cybersecurity Experts from Chennai who solve the issues and give the
following reports based on it



List of Equipment (Software/Hardware) Available at Cyber Forensic Lab

S/N ITEM Qry
1 PASSWARE KIT FORENSIC 1
2 FORENSIC TOOLKIT WITH CEREBUS 1
3 X1 SOCIAL DISCOVERY 1
4 ULTRAKIT 4.1 WITH TD2U 1
5 FORENSIC EXPLORER 1
6 MOBILEDIT FORENSIC EXPRESS WITH 1
CONNECTION KIT
7 MAGNET AXIOM COMPLETE 1
8 UFED 4PC WITH UFED CHINEX UFED CLOUD 1
ANALYZER
9 C5 CDR ANALYZER 1
10 Forensic Recovery of Evidence Device Server 1
(FRED SR)
11 MICRO FRED 1
12 FRED —L 1
13 ENCASE FORENSIC TOOL 1

FRED SR Forensic System
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Equipment’s seen in the Cyber Forensic Lab
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